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Agenda

Technology - Connections - Results

z/OSMF Overview

z/OSMF Functions
* Incident Log

« Configuration Assistant for the z/OS Communications
Server

 WLM Policy Editor

* Resource Monitoring

* Proposed z/OSMF V1.13 functions
e Administration

Summary
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IT Organizational Domains

v Need for simplification of tasks
v'"Modernization and integration of tools

Alignment W | Database Developer

( System Programmer 7.a
‘% Data Architect

g My )T Semice Business Driven
’ i MHHEQEFHE!H Depejgpment
.=

Application Developer

55 ]
B

i

= e

Database Administrator
‘e*

v Within each domain to enhance productivity
v'Across domains to enhance collsthrAt'ﬁE

in Anaheim
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Focus Areas for Simplification /ﬁ

—

Problem Determination and Configuration
Analysis

Simplify and modernize the System Programmer User Experience

Information

Installation
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IBM z/OS Management Facility

* The IBM z/0S Management Facility is
a new product for z/OS that provides
support for a modern, Web-browser
based management console for z/0S. =TT =

“ =5 C ot | B | http: focalhost:a0s0/zosmf - Q-

- First release is zZZOSMF 1.11, introduced with ~ =eeeme oce = = e
Z/OS 1 ] 1 1 Mz siManagement Lacil nl‘::e‘ EEEEE : B

Welcome Incident Log Users Roles Links 1BM Redbooks

[) Links

* Helps system programmers to more easily = Welcome o I8 208 Maragement iy

[=] Problem Determination

I I l I I I ] i I I l i f I ' I rn e 1BW 203 Management Facility (z0SHF) allows you te manage various aspecs of Z0S systems in your envirenment. This release
a n ag e a n a I n I S e r a al n ra e SyS e = of ZOSWF includes a set of tools to aid in problem determination

[) ZIOSMF Administration

. . . .
b S I m I I f I n d a to d a o e ratl o n S a n d Links To learn more about using ZOSMF, review the links in the Information Center section. To start managing your Z0S systems select
y y y y Roles atask from the navigation area.
.

Users

adminlstration Of a Z/OS System Information Center:

* More than just a graphical user interface, the
z/OS Management Facility is intelligent, |
addressing the needs of a diversified skilled
workforce and maximizing their productivity.

* Automated tasks can help reduce the learning
curve and improve productivity.

« Embedded active user assistance (such as
wizards) guides you through tasks and helps
provide simplified operations.

5 Session 8922



Focus on System Programming

‘‘‘‘‘‘

Address the needs for a mixed skilled
workforce. A

Make System Programmers who are new to |
the mainframe productive more quickly by:

* Providing a modern browser-based user interface
that is more familiar to those new to the platform

» Automating tasks, thus reducing the learning curve

 Embedding active user assistance in the Ul (e.g.,
wizards that guide users through tasks, interactive

troubleshooting aids).
- Make experienced System Programmers moref® E

productive by:
« Making functions easier
 z/OS Management Facility is optional for those who

prefer traditional interfaces
6 Session 8922




IBM z/OS Management Facility
z/OS application, browser access

@ 1B 2/0S Management Facility - Mozl Firefox: B Edition

BE]

Bl Edt Vew Hsory Bodmarks Toos Hep

uuuuu

Welcome to [BM z/0S Management Facility

Information Genter:

Browser

| | HTTP(s!

« 2/0OS Management Facility is a Web 2.0 application on z/0OS

7

Manages z/OS from z/OS
Browser communicates with z/OS MF via secure connection, anywhere, anytime
z/OSMF V1R11 is supported on z/OS V1R10 w/maint, zZOSV1R11, and z/OS V1R12

z/OSMF V1R12 is supported on z/OS V1R12, and z/OS 1.13*

z/OSMF V1R13 is to be supported on z/OS V1R13*

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives only.
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IBM z/OS Management Facility

Industry standards

@ 1BM 2/0S Management Facility - Mozilla Firefox: B Edition

BE]

Browser

-

Y

SHARE
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Information Center:

HTTP(J

z/0OS Management Facility is based on industry standards

Java and Dojo - Dojo is an Open Source DHTML toolkit written in
JavaScript. Dojo allows you to build dynamic capabilities into web
pages and any other environment supporting JavaScript. Most of

z/OSMF application is written in Java

Parts of z/OS Management Facility, such as Incident Log (R11) and

WLM Policy Editor (R12) use CIM
8 Session 8922
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App. server z/0S elements
>
1(zJOSMF app Y ¥ CIM
.Servlets . System
.DOJO/Java™ . RACF®
scrip . and others
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/0S
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Guest view

Login

IBM ZI0 S ManagementEaciity

User ID

= Welcome
[=] Links
o ShopzSeries
o Supportfor 2035
o System z Redbooks
o WSC Flashes
= z/0S Basics Information Center
o Z0S Home Page
o zI0S Internet Library

—_— - —

-_—
-—

=

HA

Results

Welcome guest

Welcome ©

IBM Internal Use Only |

About
Welcome to IBM z/OS Management Facility

IBM 205 Management Facility (z/OSMF) allows you to manage various aspects of a 208 system through a Web browser interface. By streamlining some traditional tasks and
automating others, ZOSMF can help to simplify some areas of system management and reduce the level of expertise needed for managing a system.

Log into utilize and learn more about ZIOSMF.

Unauthorized access to this system is prohibited

» To log in you will need a z/OS user ID that has been defined and enabled
for zZOSMF (and the WebSphere® runtime environment)
» Guidance is provided.

in Anaheim
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IBM z/OS Management Facility — V1R12
Welcome page

Y

I
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[l

|b IBM z/05 Management Facility
File Edit View History Bookmar)

jguration Assistant
[=] Links
ShopzSeries
Support for /0§
System z Redbooks
WSC Flashes
7/05 Basics Information Center|
/0% Home Page
2/05 Internet Library
[=) Performance
Sysplex Status
Monitoring Desktops
Workload Management
[=] Problem Determination
Incident Log
[=] Z/OSMF Administration
Links
Roles
Users

Refresh

Done \

Conflquratlon category

.Configuration Assistant for z/0S Communication Server application
. Simplified configuration and setup of TCP/IP policy-based networking functions

.Links category

. Links to resources - provides common launch point for accessing resources beyond z OSMF

.Performance category (R12)

.Workload Manager Policy Editor application

. Facilitate the creation and editing of WLM service definitions, installation of WLM service
definitions, and activation of WLM service policies

.Resource Monitoring: Sysplex status and Monitoring desktops - provides
integrated performance monitoring of z/OS sysplexes in the customer's environment

.Problem Determination category

.Incident Log application

.The Incident Log provides a consolidated list of SVC Dump related problems, along with
details and diagnostic data captured with each incident. It also facilitates sending the data for
further diagnostics.

.Z/OSMF Administration category

. z/OSMF authorization services for administrator: add users, define roles, dynamically add
links to non-z/ OSMF resources.

10
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Focus on Problem Determination &

P u P u
® a I n O I nts oooooooooo « Connections * Results

* Need to troubleshoot a live system, recover from the failure.

* Need to reduce risk to the business, reduce risk of re-occurrence.
« Complexity of performing the task (number of steps, jargon).
« Data collection very time-consuming

. Si%ﬂnificant skill level needed to analyze problems, interact with
IBM and ISVs to obtain additional diagnostic info (setting SLIP
traps, traces, etc.)

* Focus on Problem Determination capability - Incident Log:

* Troubleshoot your system easier, faster

* The incident log and underlying z/OS diagnostic data gathering

greatly improves the tasks related to:
Ide?tify)ing system-detected problems (related to SVC dumps taken by the
system
Collecting diagnostic materials related to a problem and sending materials to
IBM or another company's support area

Tell the system to take the next dump for a previously-recognized problem

1 Session 8922
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z/OSMF Problem Determination — Incident Log. ¥

Details SHARE
« Auto-capture basic diagnostic materials, triggered when the dump-is= "
written to a data set, managed via PARMLIB member
* Initial focus is on Abend and user initiated SVC dumps
* Improved FFDC for system-detected problems

« Diagnostic data “snapshots” for transient data: Snapshots of 30 min Operlog or
Syslog, 1 hr Logrec detail, and 4-hour Logrec summary
Incident Log will also support the creation of diagnostic log snapshots based on
the SYSLOG and LOGREC data sets, as well as the OPERLOG and LOGREC

sysplex log streams

» Allow doc to be tersed and FTP'd to IBM (or ISV) without having to keep track of
where logs are archived via easy to use interface

« Simplify informing DAE to take the next dump for the incident's symptom string

* Functions include:
» Display list of incidents (Filter/ sort/ configure/ delete)
» Display properties — view list of diagnostic data, logs

« Set properties: associate problem number and tracking id (R11), new fields and
more customization capabilities (R12)

« Send diagnostic data via FTP: Manage FTP jobs status and define FTP Profiles
(firewall) (R11), support for encrypted and parallel FTP (R12)

» Send additional user-defined diagnostic data (R12)
« Enhance scope of diagnostic log snapshots created (R12)
* Allow next dump

12 Session 8922
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Incident Log — Summary Information

SHARE
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& IBM z/0S Management Facility - Mozilla Firefox: IBM Edition (=)<
File Edit Wiew History Bookmarks  Tools  Help :E:
@ - c o Ii ihttps:,I',l'mysystemz:32208,|'zosmf,l' 2> - 3;-’. - )-
2] Most Yisited Eﬂ Rochesters Popular Li... |_] dogear this O'Reilly - Safari Books .. ‘a Books 24x7 ¥ Home - 2MF Agile Proj... ™ z/OSMF Explaiters Wik, .. |_] getabstrack | | IBM
B ZiVU s ivanagementiEaciiity
Welcome Welcame Incident Log
Links
|
[=] Problem Determination 1&lp
. . .
Incident Log Incident Log Many fields, set tracklng IDs
Refresh = | actions -
| Incidert Twpe Description Problerm Hurmber Tracking D MNotes R
Filter EFilter Filter Filter Filter [F
. . FID=SCFX1,ISSUER=BFXMIFCE X R-2265745  Screen team analyzing W
Select incident, get  [s.re~son-ooosa00s
H
. . . FID=SCPx1,15SUER=BFPXMIPCE W
popup W|th act'ons =, REAS ON=0130007
e T RE ZX0S, 12345,001,004 S552012) Received ++AP AR W
- SMOZO00,ISSUER=BBEORADMF ABEND
Set Tracking ID.... R LS DU
ABEE Set Problem Number... BSPHERE /05, CE: Application problem R%
Delete Incident... SMOZ00,ISSUER=BBORLEXT ABEND 5862, Ser:
. . 1AME NOT KHOWH XR-125
Send Diagnostic Data... 2
ABE View Di tic Details -G IMPID=SCPx1ISSUER=BPXMIPCE W
lew Lhagnostc Uelalls _gnpes pReason=041z0007
ABE FTF Job Status [UAE |D=S5CPXA1,ISSUER=BPXMIFCE Add comments W
Allow Next Dump... \REASON=00020005
ABEND S00C3 COMPON=WEBSPHERE /05, W
COMPID=5555N0200,1SSUER=BBORFRR,ABEND IN
BEOOSRBF
ABEND S00C1 COMPON=ZTT TC=ZTTABND ISSUER=ZT TWD UMP - W
ABEND FOR PLWE 1
< >
Total: 8, Filtered: 8, Selected: 0
Refresh | Lastrefresh: Jan 21, 2010 5:25:52 P local time (Jan 21, 2010 11:25:592 PM GhT)
Transferring data from localhost... localhost:9443 (L #°
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Incident Log — Incident Details
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IBMZI0 S Management.Eacility Welcome zosmfad Log out ’ﬂ
~ Welcome Welcome © | IncidentLog @ Sysplex Status © | Monitoring D... & Workload Man... ©
Configuration
Links Incident Log » View Diagnostic Details Help
=) Performance View Diagnostic Details Tab sh lists of dat
" Monitoring Deskiops Zeneral Diagnostic Data db shows fIsts o dia
« Sysplex Status (logrec and error log) n
= Workload Management Incident type: ABEND
[=] Problem Determination Incident description:  ZTT ZTTABMND ABEMD FOR INCIDEMNT LOG 2,CAT=3061C000 JOB#=00000007
© Incident Log Date and time (GMT): Feb 24, 2011 3:54.51 FM
ZIOSMF Administration Sysplex name: SHARPLEX
System name: a1
Problem number: | ||:| Identify the problem number as an IBM PMR and verify the syntax.
Tracking ID: | | 3
Component name: |
Set Tracking 1D... Component ID- 3
Set Problem Mumber... 705 release: VIR12
Delete Incident... Froduct:
Send Diagnostic Data. . Abend code: 500C1
View Diagnostic DetailDReaSGn code: 00000001
————— CSECT: UNKMNOWMN
SHRE Load module: LIMKMNOWMN
Symptom string: PIDS/57523CZTT RIDSIZTTVDUMP RIDS/ZTTABND##L PRCS/00000BBE RIDS/ZTTSDUMP#R
FLDS/RC VALLUMO0000000 VALL/MOO0000000 FLDSISYS VALLIC |
Motes:
(]
QK Apply Cancel _—
- - ¥
in Anaheim



Incident Log — Diagnostic Data

=
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File Edit View

History

Bookmarks  Tools

Help

6 ~ C X & @ hittps: /9. 12,41,62: 32208 zosmf/ )f:,\|
IBM ZI05 Management Facility Welcome debug13 Log out
- Welcome Welcome @ Links @ IncidentLog @ | Workload Man... @ Configuratio... ©
[=] Configuration . . . . .
% Conl el et Incident Log » View Diagnostic Details Help
(] Links View Diagnostic Details
: L General Diagnostic Data
= Support for zI0S
~ System z Redbooks Data Type Source Sysplex System
. WSC Flashes []| sve dump ZMFDUMP.DYNZOS12.P03.0100114.T152115.8V000. SVPLEXE FO3
. Genien [] Eror log CEA.LOD.CE8360D8 A3D56FIE SVPLEXE FO3
Set Tracking ID... 5
] Cperstions log CEA.O00.C5826008 A3D5EFSE SVPLEXE Fo3

Set Problem Mumber...
Delete Incident...

Send Diagnostic Data...
Yiew Diagnostic Details >

FTP Job Status

Allow Mext Dump...

Ok Apply

Total: 3, Selected: 0
Attachments

To send additional information that you think is relevant for this incident, such as atrace, use the New... action in the following table to specify the files to send. You can attach up to
five additional files per send. The information about the attachments is discarded when you close the panel.

| New...
Data Type

Total: 0, Selected: 0

Send

| Source

There is no data to display.

View Status

Cancel

Attach user defined
diagnostic data
(V1.12)

-

15
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Incident Log — Send Diagnostic Data

=
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=

© Welcome

[+] Configuration

[# Links

[=] Problem Determination
“ Incident Log

Set Tracking 1D
Set Problem Mumber...
Delete Incident...

——

Send Diagnostic Data...
YView Diagnosuc Details
FTF Job Status

Allow Mext Dump...

File Edit Wew History Bookmarks Tools Help

6 - c x @ @https:ﬂdoeimgne.pdl.pok.ibm.mm:SZZOszosrnff

IBM 2105 Management Eacility

Welcome zmfusri Log out
Welcome & | Incident Log &
Incident Log » Send Diagnostic Data Help
Send Diagnostic Data
» Welcome Use this wizard to prepare and send diagnostic data to a predefined FTF destination.
Select FTP Destination Review the selected diagnestic data and enter a problem number. [fthe data to send is incorrect, click Cancel to exitthe wizard. |
Specify User Settings To select the data you want to send, use the Incident Log or View Diagnostic Details panel.
Select FTP Profile
Define Joh Settings Incident
Hewen I InFormanon Incident Type Description Date and Time (GMT)
ABEMND SOEC3 COMFPON=WEBSPHERE Z/0S, Aug 4, 2009 9:26:29 FM
COMPID=5655M0200,ISSUER=BBORLEXT ABEND
IN (MODULE MAME NOT KMNOWN)
Diagnostic Data to Send 1
Data Type Sysplex System
SVC dump CFCIMGNE DCEIMGMNE
Error log CFCIMGNE DCEIMGMNE
Operations log CFCIMGNE DCEIMGMNE
Error log summary CFCIMGMNE DCEIMGHE
#* Problem number: |
[12345,999,999 | 41 f the problem number is an IBM PMR number, check this box ta verify the syntax.
= Back MNext = Finish Cancel

Wizard guides you through

deeimgne.pdl. pok.ibm.com: 32208 ([ #°

16
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Incident Log — Delete Incident

SHARE

Technology - Connections - Results

File

Edit View History Bookmarks Tools Help

3 c x 1{;}? @ https:ffdceimgne.pdl.pok.ibm.com: 32209 /zasmff

Most Visited P Getting Started 5| Latest Headlines BSO Info Page W@ POL BSO Authenticati
IBEM 2105 Management Facility

Set Tracking 1D

aef Erogblarm Flumber

<_ Delete Incident...

!\LDD

WWelcome €

Incident Log

Actions -

Incident Type
Filter

User Initiated

ABEMD S0813

Send Diagnostic Data...
View Diagnostic Details
FTF Job Status

Dump

ABEND 50912

User Initisted
User Initiated
User Initiated

nitisted

User Initiated

ABEND S00C4

ABEND S00C4

ser Initiated

AEE E EEEEE

Incident Log &

Total: 12, Filtered: 12 , Selected: 1

Refresh

Done

17

[5)
2|
... @ Rational Rochester SiteMews u...
Welcome pegusr Log out
Help
Description Date and Time Sysplex System Problem Mumber Tracking ID Relea
Filter Past 50 days Filter Filter Filter Filter Filter
s e E  21238,180,000 VIR1-
TRACE MPID= IZUP835W E © 41238,180,000 VIR1-
You are about to delete the selected incidents and all

EAE e associated information. Do you want to continue? E qosas ViR1-
TRACE,COMFPID=; =
REA Selected incidents E  45678.057.648 34568789 VAR
L ABEND S0912  Feb 23 2009 12:37:10 PM  COMPON=COMP( e hoo s S
98T <. i | > = VIR1-
i If DAE is suppressing this dump, no subsequent dump will be 8 tl=ah nEnnng S
JKL captured if the symptom recurs, nor will its occurrence be recorded in = VIR1"
TrAgmaTn the incident log. To capture the next instance of the dump, select Allow
109, A LT Ly E  41330.180.000 ar12345 VIR1-
ABND=0C4 RC=0 [] anow next dump
COMPID=DF115,
/02, MAINTID= NO QK Cancel E VIR1"
ABND=0C4,RC=0 =
ABCD FEG 18 2008 1 1028 Al CPCIMGHE  DCETAENE VIR1"
MEW DMF Feb 17 2008 2:01:18 PM CFCIMGNE DCEIMGME = 41328,180,000 VIR1-

< >

Last Refresh: Feb 27 2009 111510 AM
' dceimgne.pdl.pok.ibm.com: 32209 | *‘-‘ |
in Anaheim
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z/OSMF Problem Determination — Incident log

Benefits

SHARE

Technology - Connections - Results

Without z/OSMF Incident Log **

With z/OSMF Incident Log **

Recognizing a
system-detected
(dumped)
problem
occurred

Requires 5 to 7 manual steps, plus skill on
effective use of IPCS to extract data from each of
the dumps.

Up to 5-6 minutes

Display in 1 click. Greatly reduced skill required

As little as 5 seconds

Allow new dump
to be taken for
the same
symptom

Requires 7 to 12 manual steps, plus skill on
effective use of IPCS to locate the dump data
set, obtain the symptom string, get into the IPCS
DAE display, locate the matching symptom string
(could be non-trivial) and indicate TakeNext on
the IPCS display

Up to 15 minutes

Make the update happen in 3 mouse clicks

As little as 10 seconds

Collecting and
sending
diagnostic data

Requires 7 to 15 manual steps, plus skill to locate
the right log files, build and run jobs, rename the
output datasets, and use an FTP job to send the
different data sets to the target destination.

Up to 20 minutes
Up to 30 minutes for sysplex components

Send the material in 8 clicks:

*Select the incident materials

*Specify the FTP destination information
*Send the material

*Check whether the information was FTP’d
successfully

As little as 30 seconds

18
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Focus on Configuration =3
- Pain Points SHARE
« Configuration task is highly fragmented
Multiple tools, limited integration between tools
« User interfaces not intuitive for new system programmers
« Syntax is complicated and error-prone

* Regression of dynamic changes not reflected in system control files

« Difficult to assess impact of configuration changes

- Initial focus on Configuration Assistant for the z/0OS
Comm. Server

* A GUI for the z/OS Communications Server Policy Agent - simplifies the

configuration and setup of the following TCP/IP policy-based networking
functions:

Application Transparent TLS (AT-TLS)

IP Security (IPSec) including filters and VPNs
Network Security Server(NSS)

Intrusion Detection Services (IDS)
Policy-based Routing (PBR)

Quality of Service (QoS)

19 Session 8922
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Configuration Assistant for z0S Comm. [ %
Server SHARE

Technology - Connections - Results

« A GUI for the z/0OS Communications Server Policy Agent - simplifies the
configuration and setup of TCP/IP policy-based networking functions.

 Available as a Microsoft® Windows® Web download (since z/OS V1.7)

« Still available as a Windows download, but strategy is to provide it only
with z/ OSMF

 All functions available with Windows are also provided with z7 OSMF

 Available with z/OSMF (starting with zZOSMF V1R11 and z/OS V1R11)

« Configuration files can now be saved to local disk storage that is
accessible to your z/OS system where the Configuration Assistant is
running so FTP (from Windows) is not required

« Can also import configuration text files in cases where users have
2Iready defined policies and would like to begin using the Configuration
ssistant

* Planned for zZ OSMF R12:
Support the configuration of IKE version 2.
Support the configuration of new crytographic algorithms for IPSec and IKE.
Support the configuration of FIPS 140 cryptographic mode for IKE.

ISuppor’[ the configuration of certificate trust chains and certificate revocation
ists.

20 Session 8922



Configuration Assistant for z/0S Comm.

Server

= Configuration

Assistant for the
z/0S Comm.
Server is available
on the z/0OS
Management
Facility

=All the same

function as in the

Web-download tool,
but now on z/OS

=*No need to FTP
network
configuration files!

=Requires z/OS
V1.11 and later

21

= B ZH05 Management Facility - Mozilla Firefox

Bl EAE ykew Fhiory Bookmerdks Tock g

—1

SHARE
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. . . 5 e i [T a1
g“ | Create configuration files forany | =
<3| humber of Z/OS images with any -
waon: | NUMber of TCP/IP stacks per image.

1= &

uriguration &ssist Tutariale Pl
[ Linke
(PR T CT T

Actian bl F 1 fi
VIR Caflburation Assistant - Backing Store {Read-Writa} = MYS048
Main P aclive ZI5 Communlcation Server tachnelogies

Wark with semmigs tar 2’00

e atian ras
A0S masersl Seert e echnsingy s pdesnl oo S . " . "
& Ginzge- VEEER Salect Acion Click on "Action" and
e | - - " X " .
T T Seedt [Technslogy | Cescription select "Configure" to begin
o AT S Appicatiaon Trans f . h h I
o Mo neserearearane|  CONFIQUring that technology.
0 PSec IP Saciriny
Select the “ s IFrusiar Diztertizn ardces
o NES [tk SECLIt Sar e
TCP/IP stack o ans Chlaity of Sereice
that you want to  SER Folzy Based “oLting

5 Imiagis

configure and

AU R 2T PRgE |
the teChnOIogy’ Trwematbewa rat e e 0T iz on TOSAP shacl salesn e 205 v or TOSAP shack ren
such as AT-TLS | e fow st s
or IPSec. e
A3 L
i fa & WRIC S Moe Fartls Gy 70T 0y | el AT | Tewa: 00T
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Configuration Assistant for z0S Comm. Server r‘*
Support for IKEV2 (v1.12)

SHARE
IEINT SO TSR e et F sty ' . 1Bl
-1 = Support for FIPS 140
Aclion = | 'erspachye = lutonats Hep
:;: VIR1Z Configuration Assistant - Backing Store (Read-Write) = temp | Su ppo rt for IKEV2
IPSac Perspactive Fulzs Dafault initiator mode = Su ppo rt fOI" certificate
Fa Hengesion tres Localnnthy:

* iFEwl mai] © IKEw apgrassiue 5 I@ revocation Iists-

Defaull setting NAT raversal mode - IKEV1 only

HES

[ " [
Lo not aliaw Allaw Allew - na port frarslabar

Indicate whether you want all fiiter loggimg disabled.

“ Litsabve all bter loag bM 2/0S Management Facility

& Enablz fiter lzaging Welcome Configuratio...

r . : & ; :
Logimplicit dery events Do MOT log implicit dery events

Edvancuz Sulag.

g > Advanced Stack Settings

v Automatically allow IPv6 link activation

F3

v Bypass IP validation
I~ Send ICMP destination unreachable for implicit denies
™ Filter the IPSec {AH or ESP) headers

< Certificate revocation checking preference: [Loose =]

ificate URL lookup preference: [Tolerate =] K

NAT keepalive messages: o None & Interval: 20 #(seconds)

Liveness interval: C & Interval: a0 #(seconds)

None
Cancel
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z/OSMF Configuration Assistant for z/0S CS_

Benefits

-

HARE

Technology - Connections - Results

Without Configuration Assistant**
With Policy Agent only

With Configuration Assistant** in z’OSMF
GUI for Policy Agent

Filter unwanted
network traffic
from your z/OS
system

*Learn how to set up IP filters

*Review the IP Configuration Guide
*Configure the Policy Agent application
«Create configuration policy for IP Filter rules
«Configure default filter rules in the TCP/IP profile
«Configure the TRMD application
*Configure the Syslogd application

Hours (or even days for initial setup)

+ Configuration Assistant guidance
» Go to IP Security Perspective
» Add a connectivity rule for an IP Filter

» Use Application Setup Tasks to assist with the configuration
and setup of the required applications

*The Configuration Assistant will generate and help you
deploy the configuration files to your z/OS system

As little as 30 minutes

Secure your
TN3270 server
connections with
SSL

*Manual process

*Review the IP Configuration Guide
*Configure the Policy Agent application
*Configure TTLS in the TCP/IP profile
*Configure the Syslogd application

*Create configuration policy for AT-TLS for
your TN3270 Server

Hours (or even days for initial setup)

-Configuration Assistant guidance
» Go to AT-TLS Perspective
* Select the AT-TLS rule for the TN3270 server and enable

» Use Application Setup Tasks to assist with the configuration
and setup of the required applications

*The Configuration Assistant will generate and help you
deploy the configuration files to your z/OS system

As little as 30 minutes

Get started faster! The Config. Assistant takes the rules and best practices found in various configuration publications
and puts them under a single, simple user interface, saving you much time and effort.
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« Work competes for resources, serialized by locks and latches
Low important work may hold a resource and high important work may have to wait for it
Incorrect WLM classification of system work can lead to serious system problems and even
outages

« WLM Administrative Application provides little support to review and optimize service
definitions
It is difficult to see the relationship of policy elements and to compare them
Recommendations and best-practices for the specification and optimization of service definitions
are scattered over several manuals and have to be applied without tool support
User has to walk through drill-down and interim panels to create/change policy elements

—

 Initial focus on WLM Policy Editor

* Planned to be integrated into z OSMF V1.12*

 Application which enables you to manage WLM service definitions
Integrates repository to store service definitions
Import and export of service definitions in XML format
Printing of service definitions
Creation, editing, reviewing of service definitions in tabular format
Direct navigation between policy elements during editing/viewing of service definitions
Best-practice checking for service definitions
Supports the installation of service definitions and the activation of service policies
Displays WLM status of systems in sysplex
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z/OSMF Workload Management (V1.12)

= WLM Policy Editor is
available on the z/0OS
Management Facility

= All the same function as

in the Web-download tool
and many new features

= Direct access to the WLM
Couple Data Set to
install/extract service
definitions. No need to
FTP WLM policy files!

= Activation of service
policies and monitoring of
the WLM status in the
sysplex

= Requires z/OSMF V1.12
and z/0OS V1.12
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z/OSMF Workload Management (V1.12) .
Editing service definitions

n Si m pl ified Creatio n ’ _'-i_IB:\ 2% Managemént Faclliey - Mezilla Flretax: 184 Editlan = ITE@

Eie Bhl  wew Hghry Siaariia  TEok HEip ;
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= Policy elements are e Workioed Mansgement SN LT | R
1 E e e R Serdce DefArclizne KadPy Sampdel Hadsy casanmd deflnltlons
presented in tables 1 oS dcmimiraton - !

HB IR e ECTY Sdlzhin =

= Tables can be edited, —
filtered, and sorted o e r———
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z/OSMF Workload Management
Can send basic data to the zEnterprise server

27

Integration with the new
IBM zEnterprise server

» Unified Resource
Manager (Monitors
Dashboard) can
monitor heterogeneous
workloads.

New agent in z/0OS R12
will feed data to Unified
Resource Manager.

e System resource
utilization, system
delays, paging delays

Unified Resource
Manager will link
distributed workload with
z/0OS workload

« Ex: AlIX Application
Serving Blade front end
to DB2 z/OS backend

« End to end monitoring

g
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Service Definition Details

#+ Service definition name:
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Functionality level:
025

Service Coefficients

Central processing unit (CPU):
10

Input and ocutput channel (I0C):
0.5

Main storage accupancy (MSO):
5.0000

Service request block (SRB):
10
Service Options

Enable IO priori ty management:
Yes 7
Enable dynamic alias management

Mo - @

=)

Enable dynamic GPMP management on each system in the host sysplex:
fres  [~]

Guest Platform Management Provider (GPMP) Settings

Excluded systems
SYSA, SYSB, SYSC

OK Apply Reset Cancel

Transferring data from localhost. .

Easy to turn on the
GPMP agent

| localhost:9446 &) "
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Simplified creation and editing of WLM service definitions
* The elements of a service definition are displayed in tabular form
» Service definition elements are created or edited directly in tables
» The creation and editing of WLM service definitions is supported by best practice checks
» Direct navigation between policy elements during editing/viewing of service definitions
« Serialization of the editing of the active service definition

Simplified handling via integrated repository for WLM service definitions
*  WLM service definitions are stored in a repository integrated in the zZOSMF file system

«  WLM service definitions can be exported to the local workstation or a host data set as well as imported from a file
on the local workstation or a host dataset

*  WLM service definitions can be printed using the print menu of the web browser
Installation of WLM service definitions and activation of WLM service policies

Monitoring of the WLM status of a sysplex and the systems in a sysplex
*  WLM status report is automatically updated if the WLM status on the systems changes

Allow opening multiple tabs to enable users to perform tasks simultaneously
« Simplified migration: Policy elements can be copied from one service definition to another

« Simplified operation: A user can start to edit a service definition, interrupt the editing to activate a service policy,
and then continue with the editing without loosing the context
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2/OSMF WLM Policy Editor (V1.12)

Benefits

il —
e

SHARE

Without WLM Policy Editor**
using WLM Administrative Application

ST e—

With WLM Policy Editor** in z/OSMF

Optimization of
a service
definition based
on best-

Read through WLM-related manuals and identify
best-practices. Print out the service definition and
investigate it with respect to proposed best-
practices. If required, modify the policy elements
correspondingly.

Check the best-practice hints the GUI displays
for policy elements. If required, modify the
policy elements correspondingly.

definitions for
daily changes,
migration,
consolidation

set, and print it out or feed it into the Service
Definition Formatter tool to filter and sort policy
elements.

5-10 minutes until review can start

practices

Hours (or days when done initially) Minutes (or hours when done initially)
Review of To get an overview of a service definition you Open a service definition from the service
service have to print it to a data set, download the data definition repository. Navigate through it using

links. Filter and sort policy elements in the
tables.

Seconds until review can start

Transfer policy
elements from a
test service
definition to a
production
service definition

Print out the test service definition and update the
production service definition by typing in the
changes.

Up to several minutes per policy element

Open the test and production service definition
simultaneously and copy over the changed
policy elements via copy&paste operations.

Seconds per policy element

** Based on IBM laboratory results, your results may vary

29
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The z/OSMF Resource Monitoring application provides integrated pe&mﬂﬁﬁa&
monitoring in the customer's environment

Supports z/OS z/OS sysplexes and Linux® images (System z® and Intel®) in
your installation

» Requires the RMF z/OS Data server (DDS) on each sysplex being monitored and the
Linux data gatherer (rmfpms) running on the Linux image that is being monitored.

There are two z/OSMF tasks: Monitoring Desktops and Sysplex Status

* Monitoring Desktops task:

Monitor most of the metrics supported by the Resource Measurement Facility (RMF™) Monitor I,
create and save custom views of the metrics, and display real-time performance data as bar
charts.

» Sysplex Status task:

Assess the performance of the workloads running on the z/OS sysplexes in your environment.
The Sysplex Status task also provides a single location where you can define the z/OS
sysplexes and Linux images to be monitored in the Monitoring Desktops task.

If you plan to use the tasks from the Resource Monitoring plug-in, it is
recommended that you enable the optional priced feature, Resource
Measurement Facility (RMFf), on one of the sgstems in your enterprise. For
%fgzmatlon about enabling features, see z/OS Planning for Installation, GA22-
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z/OSMF Resource Monitoring (V1.12)

&

. SHARE
Beneflts Technology - Connections - Results
Without z/OSMF Resource Monitoring | With zZOSMF Resource Monitoring
(using RMF ISPF Monitor Il Reporter)
Checking the | You need a Monitor Il Reporter segsion on Cross-sysplex performance monitoring from a
performance each sysplex, and manually consolidate data single point of control with a quick red-yellow-
status for from different reports. (Monitoring of Linux green health indicator for your systems on a single
| resources has to be done with other tools) panel.
236/;/3{:Xes (Linux monitoring features are fully integrated.)
Up to 15 minutes to look up each sysplex
and high degree of skill needed to interpret | just seconds to see the health of all your
reports sysplexes (and Linux images)
Explore & Tabular reports are a fixed layout and can be The monitoring desktops are fully customizable.
compare the viewed only one at a time with limited ability to Specific metrics of selected resources can be
r0CesSor customize and filter the data presentation. You added to a desktop and are presented as charts.
P have to manually consolidate data from different | Multiple desktops can be started in parallel in
usage of reports different tabs. Advanced filtering features allow
specifics jobs you to conduct more sophisticated performance
analysis.
A long time, depending on data required .
and correlations needed. In some cases, About 5 minutes to set up a custom
generating reports is not possible. monitoring desktop, 3 key clicks to view real-
time statistics

31
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Integrated monitoring from a single point of control
Support for z/OS and Linux
Quick assessment of the health (Sysplex Status task)

Drill-down into resource attributes and metrics (Monitoring
Desktop task)

Predefined set of desktops for a quick start
Flexibility through customizable user defined desktops
Advanced filtering features for focused monitoring

Convenient, easy-to-use, flexible and customizable !
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Resource Monitoring: Monitoring Desktops'
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Help

Click to open the monitoring
desktop.

Pre-loaded with standard
metrics. Can be customized,

1 can add your own.

Monitor most of the metrics supported by the
Resource Measurement Facility (RMF™) Monitor Il
create and save custom views of the metrics, and
display real-time performance data as bar charts.
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Monitoring Desktops — example
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Monitoring Desktops — add a metric g
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Integrated z/OS and Linux Monitoring
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Focus on z/OSMF Administration
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- z/OSMF Authorization — defining users and roles

 The z OSMF administrator must authorize the user to
z/OSMF and assign a role in order for the user to start
working with z/ OSMF tasks
The user must have a valid userid on the z/OS system

The security administrator must authorize the user to the required z/OS
stack for the zZOSMF tasks

 Scripts are provided to perform the end-end authorization

* Plan to Introduce SAF mode in zZOSMF1.13* to have tighter
integration with z/OS security management
Resource names associated with all zZOSMF tasks and links.

Resource class profiles control authorization to zZOSMF managed
resources.

Use of SAF groups to represent zZOSMF roles
Users connected to SAF groups to be authorized

* Option to stay with existing Repository mode or switch to SAF
mode at any time

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives only.
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z/OSMF Administration: Authorizing a
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z/OSMF Administration: Defining a role
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BN U s Management Eaciny

e  The Links category contains the pre-defined
= o links provided by IBM as well as any new
oo i Avaletias links added by the z/ OSMF administrator
&= PN - Administrator can define which roles have
i ms access to each of the defined links.
S « The Links task in Administration category
el o allows the administrator to dynamically
B add links to non-z/OSMF resources, e.g.
2/0$ Internet Library ISV products, commonly used installation
Performance - NN Web sites
Zremesmnetiot |« The IBM pre-defined links are accessible to
) ZOSMF Administration all users, including guests, by default.
o - Also, a new interface enables you to add
— non-z/OSMF launch points and links to any
—— category on the left hand side navigation
tree. (V1.12)
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z/OSMF Administration: Adding a link
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li}' IBM z/0S Management Facility - Mozilla Firefox
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Help
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# Mame (maximum 30 characters):
* URL (maximum 4096 characters):

# Category

- Define the link

| Links

Roles authorized to use this link:
Role

ZIOSMF Administrator
[]|ztosMF User

[ | ZI0SMF Authenticated Guest
[ 20SMF Guest

with the team?

Need to go to another
application?
Add a link!

Need to share information anm

™ _ Where it goes (on the nav bar) planned for V1.12

Description
User can perform all tasks defined within ZOSMF

User can perform any tasks that are not defined as ZOSMF administration tasks
User is logged into ZOSMF; however, no role is associated with the user's user ID
Useris notlogged into ZOSMF

Select who can see it

Done
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Software Deployment (planned for 2/OSMF V1.13)* SHARE

43
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Software Deployment will make deployment of installed software simpler
and safer

» Replaces manual and error prone procedures with a user friendly application,
and

« Codifies IBM recommended best practices for software deployment.
Software deployment key functions

« Verify cross system and cross product software requisites are satisfied.

» Verify software fixes are not regressed.

* Clone ALL parts of the software

« Clone the inventory (SMP/E CSI) along with the software
Scope of software managed

« All SMP/E installed software

« IBM and ISV software

« z/OS operating system and related products

« Subsystems and related products

e Individual products

« Service upgrades for all of the above (via complete replacement)

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives only.
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DASD Management (planned for ZOSMF V1.13)* SHARE
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- The first phase in simplifying SMS storage management focuses on the task of
addi?g storage capacity to an SMS Pool storage group through a single user
interface.

« Today, the storage administrator must determine when a storage group is near
its capacity, identify how much storage to add, and what volumes to add. Once
determined, multiple steps across various user interfaces are required to make
the added capacity available to SMS:

« ISMF to add volume entries to the storage group definition (update SCDS)
e |CKDSF to initialize volumes

« Operator command to vary volumes online

» ISMF to activate the updated SCDS

« The z/OSMF DASD Management task is designed to help the storage
administrator by streamlining the process of adding volumes to SMS pool
storage groups, and is intended to allow you to pertorm storage group
management tasks from within the application, reducing several manually
intensive steps involving multiple applications to a single GUI.

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives only.
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DASD Management (planned for z0SMF v1.13)" SHARE

Technology - Connections - Results

w2 TF ]

1IBM 2V Managementraciiny Welcome zosmrad Log out

Welcome & DASD Management &

DA3D Management » Storage Groups ¢ Add Volumes

= Welcome Add Volumes
SelectVolumes
Generate Volume Names
Define Initialization Attributes
Initialize and Activate
Summary Welcome

Complete this wizard to add one or more volumes to a storage group.

Use this wizard to add volumes to a storage group. Adding volumes consists of the following steps:

# Selectvolumes to add to the storage group. You can use the volumes that the wizard suggests for you or specify volumes.
& (enerates volume names using rules that you define.

+ Define initialization atributes for the volumes (volume serial, SMS status and VTOC settings).

# pdate and optionally activate the control data sets (ACDS and SCDS).

* Review a summary of the volumes you are adding.

D Do not show the Welcome step in the future

|<Ba.d<||Neﬂ>||Finiah||Canoei|

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives onIyS H AR E
in Anaheim
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Capacity Provisioning (pianned v1.13 for zosmF y: SHARE

« The Capacity Provisioning Control Center (CPCC) is the user front end to
administer Capacity Provisioning policies

« Capacity Provisioning Control Center is available as a separate Windows-
based stand-alone client.

« Part of the functionality is planned to be integrated into zZOSMF V1.13 which
will ease the monitoring of CP status for different domains.

« The z/OSMF Capacity Provisioning task will simplify the work of a z/OS CP
administrator and provides functionality to

¢ manage connections to CPMs
» view reports for domain status, active configuration and active policy.

« Capacity Provisioning is designed to simplify the management of temporary
capacity. The scope of z/OS Capacity Provisioning is to address capacity
requirements for relatively short term workload fluctuations for which On/Off
Capacity on Demand is applicable. It is not a replacement for the Capacity
Management process.

* Statements regarding IBM future direction and intent ar ject to change or withdrawal, and represents goals and objectives only.
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Application Linking (planned V1.13 for z/OSMF )* SHARE

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

* Objective

* Provide a more seamless experience for system programmers as they
work with different tools and tasks on the z/OS system.

« This is accomplished by enabling Cross application linkage and
context sensitive launching between z/ OSMF applications and also
between z/OSMF applications and external applications

» Context sensitive launching or linking with zZOSMF applications
may be within z OSMF, for example, one task may want to launch
to the other in context.

* It can also be from external consoles or applications into zZOSMF,
for example, from an ISV app to zZOSMF or vice versa.

* Statements regarding IBM future direction and intent are subject to change or withdrawal, and represents goals and objectives only.
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Additional details on usage

Technology - Connections - Results

- z/OSMF V1R11 and R12 operating environment

* One instance of zZOSMF can manage only one local system or
sysplex
« Multiple users may log into the same instance of zZ OSMF from
different workstations/browsers
Expectation is to support up to 15 concurrent users

* From one client system, user can manage additional sysplexes by
opening new browser windows (or tabs) and logging into the
z/OSMF instance installed on those sysplexes (one browser per
system/sysplex).

* Only one active instance of zZOSMF is supported within a sysplex at
any point in time.

Additional instance may be created e.g for test or service update or
backup, but it should not be actively managing the systems at the same
time (e.g. working on the same incident concurrently from 2 separate

instances of zZOSMF) or using the same data repository.
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For z OSMF V1.11 customers - In a mixed sysplex with some
systems below z/OS V1R10:

 z/OSMF V1R11 must be installed and run on z/OS V1R10 or above

* Incident Log: z/OS V1R9 system’s SVC dumps will be reflected, but
with some property values missing

Configuration Assistant is only supported on z OSMF ViR11 and
above, running on a z/0OS V1R11 or later system.

z/OSMF can coexist with other ISV products

* For example, all setup instructions are provided for RACF, but
z/OSMF will operate with other security products with equivalent
instructions
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z/OSMF 1.12 requires z/0S 1.12
Migration:
 If you have a zZOSMF 1.11 system and want to migrate to zZOSMF 1.12 on a
z/OS 1.12 system, there is script support for doing that.

Requires that zZ OSMF 1.11 be at the PTF UK52956/APAR PK97274 level prior to migration

Use izumigrate.sh, to migrate the R11 configuration file to the R12 format, see the z/ OSMF
Configuration Guide

Run the setup steps via izusetup.sh to enable the R12 level of applications

After that you can use the —add option to add the new applications added in zZOSMF 1.12

Coexistence applies to lower-level systems which coexist (share resources)
with latest z/OS systems.

« |f you require the capability to fall back from z/OS Management Facility
V1.12.0 to a lower level system (z/OS Management Facility V1.11.0 on a
z/OS 1.10 or later system), and retain the use of the data repository from
z/OS Management Facility V1.12.0, you require APAR PM09519 on the
system with z/OS Management Facility V1.11.0

* Also require CEA APAR on the lower level z/OS systems V1IR10 and V1R11)
OA32285

If this is *not* installed, under certain circumstances, some datasets will not be
deleted when the rest of the incident is deleted.
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Prerequisites £
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z/OSMF V1R11

* Requires z/OS z/OS V1R10 w/maint., or z/OS V1.11

« z/OSMF V1.11 also supported on z/OS V1R12 (but upgrade to zZOSMF V1R12
recommended)

« The Configuration Assistant for zZOS Communications Server portion of z/OS Management
Facility requires z/OS V1.11 or later.
« Browser
»  Windows XP® operating system

i i [ . ; : ==
* Mozilla Firefox 3.0.6 (recommend ¥ = esmsans e g
* Mozilla Firefox 2 TR 5] K
] g ] s e (O - L . ] O | Wi . A vk 1 it [ T s, e .. [ preoenin e THm bt Prncs N Wik 1] o .
o I nternet EXpIOrer® 7 a;'lJL-\.mmml-u:.- | BRPL I ORMEF - Rl Clei L4 : = L]
° Internet Explorer 6 o R ————————— ey "-'ﬂ
IBM £/0S% Management Facility - Environmeant Checher Sbraul
B 0 R (WY YT Qo [IVCEEME VAR Yo 1 0 o (WY o . (i O ) 4 AW Vel B a8 i T K3 1B 1T MEAA 050 B Pate] Fociie
Envirenmant Ogpticn Salting=s as of 2008-02-16T14:30:00. 5152 Reagquireman! of Recommendation
z/OSMF V1R12 _
. e UL e
* Requires z/OS R12 —
CpkE . ivonerptErmer. Linshis ta delsrmine pating ENEh e SO S0 % S TR, AT DOk B R DR A e e

 Browser
*  Windows XP, Windows Vista, —

and Windows 7 s Lo e aeene] BTOWSEE Checker available.

Mozilla Firefox 3.0
Mozilla Firefox 3.5 (recommendeq ... '| Your browser connects to
I | the zZ/OS Management

Internet Explorer® 7 - - .
Internet Explorer 8 L 1 Facility and checks the
Eemes browser settings
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Summary
- The IBM z/0S Management Facility is a new product for z/GqS? AR E

ec®logy - Connections - Results

customers that provides support for a modern, Web-browser based
management console for z/0S.

- z/OSMF delivers solutions in a task oriented user interface. The
initial functions in z/OSMF 1.11 include:

« Configuration Assistant for z/0S Communication Server

Simplified configuration and setup of TCP/IP policy-based networking
functions

* Incident Log

The Incident Log provides a consolidated list of SVC Dump related
problems, along with details and diagnostic data captured with each
incident. It also facilitates sending the data for further diagnostics

e Links

Links to resources - provides common launch point for accessing
resources beyond z/ OSMF

 z/OSMF Administration

z/OSMF authorization services for administrator: add users, define roles,
dynamically add links to non-z/OSMF resources
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Summary — z/OSMF V1.12 Enhancements (1 of2)

SHARE

« Z/OSMF Incident Log: iy sbnoucint

Encrypt incident files
Break dumps into multiple data sets that can be sent via FTP in parallel
Specify additional data sets to send to a vendor

Add free-form comments to incidents and FTP destinations in new sortable
fields

Create of diagnostic log snapshots based on SYSLOG and LOGREC data sets
In addition to OPERLOG and LOGREC log streams

All intended to help you manage problem data more easily

« z/OSMF Configuration Assistant for z/0OS Communications Server
planned to support configuration for

53

IKEv2

Certificate trust chains and certificate revocation lists
New cryptographic algorithms for IPSec and IKE.

FIPS 140 cryptographic mode for IPSec and IKE

...and Enforce RFC4301 compliance for IPSec filter rules
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Summary — z/OSMF V1.12 Enhancements (2 oi-2) 3

e New z/OSMF interface: SHARE

» Designed to allow you to add links programmatically to the z/ OSMF
Navigation tree

 New WLM policy editor:
» Create, edit, and install WLM service definitions
» Activate WLM service policies
» Monitor of the WLM status of a sysplex and the systems in a sysplex

 New Resource Monitoring:

e provides integrated performance monitoring in the customer's
environment

« Supports z/OS z/OS sysplexes and Linux® images (System z®
and Intel®) in your installation

* Integrated monitoring from a single point of control
 Drill-down into resource attributes and metrics
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Summary — z/OSMF V1.13 highlights e
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* A new software deployment capability to simplify cloning
and software deployment tasks

« Storage management support to define new storage
volumes

* A new Capacity Provisioning Manager application is
designed to support easier monitoring of z/OS Capacity
Provisioning Manager (CPM) status
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Additional information

z/0OS Management Facility website

e http://ibm.com/systems/z/0s/zos/zosmf/

IBM z/OS Management Facility education modules in IBM
Education Assistant

e http://publib.boulder.ibm.com/infocenter/ieduasst/stgvirQ/
Index.|sp

« Scroll down to z/OS Management Facility

z/OS Hot Topics, Issue 21 and 23:

 http://lbm.com/systems/z/os/zos/bkserv/hot topics.html
Program Directory for z/0S Management Facility Gl11-2886

IBM z/0OS Management Facility User's Guide SA38-0652
IBM WebSphere Application Server OEM Edition

for z/0OS Configuration Guide, Version 7.0 GA32-0631

56

IBM z/OS Management Facility License Information GC52-1263
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z/OSMF Sessions in Anaheim
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8696 Tues Mar 1 11:00 am 201B z/OS Problem Determination Update: zZOSMF
Incident Log, Runtime Diagnostics, PFA,

9061 Tues Mar 1 1:30 pm 201B Understanding WebSphere App Server OEM
Edition for zZOSMF Sysprogs

8922 Tue, Mar 1 3:00 pm 201D z/OSMF 1.12 Overview

8658 Tues Mar 1 4:30 pm 201D | z/ OSMF Implementation and Configuration

9071 Tues Mar 1 6:00 pm 201B | Roundtable: Shaping the Future of
Mainframe Professionals Discussion

8699 Wed, Mar 2 6:00 pm 207 z/OSMF Roundtable

9070 Wed, Mar 2 6:00 pm 201B | You Talk We Listen: How Today's User
Experience is Improving on Tomorrow

9039 Thurs Mar 3 8:00 am 201B | z/OS Software Deployment

8757 Thurs Mar 3 11:00 am 201D | z/OSMF User Experience

9075 Thurs Mar 3 4:30 pm 208B | z/OSMF Hands on Lab

8859 Fri Mar4 11:00 am 202A | Managing your workload with z/ OSMF
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Trademarks .

The following are trademarks of the International Business Machines Corporation in the United States and/or other couniSedd A R E

IBM* ServerPac*  * Registered trademarks of IBM Corporation Technology - Connections - Results
IBM (logo) WebSphere*
RACF* 2/0s*

The following are trademarks or registered trademarks of other companies.
Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or
other countries.
Firefox is a trademark of Mozilla Foundation
Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United States, other countries, or both and is used under license there from.
Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both.
Internet Explorer is a trademark of Microsoft Corp
InfiniBand is a trademark and service mark of the InfiniBand Trade Association.
Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other countries.
UNIX is a registered trademark of The Open Group in the United States and other countries.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
ITIL is a registered trademark, and a registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecommunications Agency, which is now part of the Office of Government Commerce.
* All other products may be trademarks or registered trademarks of their respective companies.

Notes:

Performance is in Internal Throughput Rate (ITR) ratio based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual
throughput that any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the
storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve throughput improvements equivalent to the
performance ratios stated here.

IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

All customer examples cited or described in this presentation are presented as illustrations of the manner in which some customers have used IBM products and the results
they may have achieved. Actual environmental costs and performance characteristics will vary depending on individual customer configurations and conditions.

This publication was produced in the United States. IBM may not offer the products, services or features discussed in this document in other countries, and the information
may be subject to change without notice. Consult your local IBM business contact for information on the product or services available in your area.

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Information about non-IBM products is obtained from the manufacturers of those products or their published announcements. IBM has not tested those products and cannot
confirm the performance, compatibility, or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

Prices subject to change without notice. Contact your IBM representative or Business Partner for the most current pricing in your geography.
See url hitp://www.ibm.com/legal/copytrade.shiml for a list of IBM trademarks.
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Focus Areas for Simplification

SHARE

h

Predictive Capacity
Failure »Provisionin g
nalysig

~

Run Time Configiiration

| Diagnostics

IBM Health
Checker

s M _itor ¢ e

Nt~
P Auto-IPL

Auto

epl .
. Anal,a O Neiso ?y\b|e_ CA Reclaim

Simplify and modernize tie = @« Programmeér User Experience

Y

y
> BM Education
Assistant

. A b

LookAT

A

Programmatic

*L_ShopzSeries«Cqu. ET rronic™ Migration Processing of SMP/E Internet
oS ectronic ) + Fi i : iService Retrieval
2a . 110c Delivery € NEEAY o 1th CheckYdWwa: Fix Categariess functi®e
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Smart technologies from IBM can deliver simplification |

across organizational domains e BRE

v" Simplification of tasks
v Modernization & integration of tools

Tivoli Service Management Center

m IT Business 1
i - |

Tivoli OMEGAMON

z/OS Management Facility
A= IT Service
Management

DBz /IMS Rational Developer for System z

§/|

CICS Explorer

v’ Improve productivity
v'Enhance collaboration
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z/OSMF packaging SHARE
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z/OSMF V1R11 is comprised of:
« PID# 5655-528

S/S PID# 5655-S29

FMID# HSMA110

FMID# HBBN700 (IBM WebSphere Application Server OEM
Edition for z/OS v7.0)
COMPID 565513512 - WEBS APP SVR OEM

HSMA110 FMID Description: IBM z/OS Management Facility
COMPID 5655S528SM — z/OSMF Core
COMPID 565552805 — z/OSMF Incident Log
COMPID 5655528CA —Config Assist
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z/OSMF V1.12 product SHARE

Technology - Connections - Results

The IBM z/OS Management Facility is a separate licensed program product
. 2/OS Management Facility (5655-S28)
. z/OS Management Facility Subscription and Support (5655-S29)

HSMA120 5655528SM z/OSMF Core 120
HSMA122 565552802 z/OSMF RMF 122
HSMA123 565552803 z/OSMF WLM 123
HSMA125 565552805 z/OSMF Incident Log 125
HSMA12A 5655S28CA CONFIG ASSIST 12A
HBBN700 565513512 WEBS APP SRV OEM 700
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Incident log - Destinations

64
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File Edit View History Bookmarks Tools Help

IBNI sz ManagementEacility

6: X & Mhtms:!fg.u.41.ﬁz:3zznsfmsmff

ﬁ '| |‘|Google

Welcome debug13

[ T T ]
Welcome @ Links @ IncidentLog © | Workload Man... ©  Configuratic... & :

Log out

Select FTF Profile
Define Job Settings
Review FTP Information

Session 8922

IncidentLog » FTP Destinations Help
FTP Destinations
| 51| 0| Actons ~ |
 System Path Name | Description Transfer Method  Associated Profile - Anomy
E Filter i Filter Filter Filter
[[] testease boulder.ibm.com : :
e e T~ e S 7
Hmp . FTF Mo
Pre-loaded with IBM destinations,
or add your own
&| il (2]
Total: 5, Selected: 0
Last refresh: Jan 20, 2010 11:56:57 Al local time (Jan 20, 2010 4:56:57 Pl GUIT)
9.12.41.62:32208 (|
<SINTMANEL

in Anaheim
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Configuration Assistant for z/0S Comm. Server
Simplified AT-TLS Dialog (z/OS V1.11)

- Simplified AT-TLS
dialog

65

Define AT-TLS
from the
application level

Added a list of
well- known
applications with
predefined rules

Simple “click” to
enable

Rules can be
modified or
copied and
modified

r“/

SHARE
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) IBM z/OS Management Facility - Mozilla Firefox

Tutorials Help

AT-TLS supports:

new SSL and
TLS (TLS V1.1)
settings. (R11)

Eile Edit View Higtory Bookmarks Tools Help
@ g C fat [ga Ch lﬁ@ hittps : //rvsvicOd4.top.raleigh ibm.com: 32208208 mfy vy - | [
BB 18M z/0S Management Facility
IBM 2i0=Management Facility’
Welcome Welcome Configuratio...
[=] Configuration
Configuration Assistant Action ® Perspective Bl
paks V1R11 Configuration Assistant - Backing Store (Read-Write) = MVS098
ZIOSIF A
AT-TLS Perspective Connectivity Rules
MNavigation tree .
TCP/IP stack Information:
DEATTLSH
i+ AReusable Objects *
® Traffic Descriptors Enter the name of the TCPAP stack: ™ TCPCS
* Security Levels Enter a description |Primary stack on mvsO98
® Address Groups
* Requirement Maps
b S90S Images® Enable the rule you would like to have inyour AT-TLS policy
0 @ncormplete mage - Mys  To enable a rule, selecta row and from the action menu, select Enable Rule
:%i - Selact Action-— ¥
ack - 5]
— Select | Status Rule Mame Application f Requirement Map
LI Disabled Default IS ClCs
O  Disabled Defaul_CSSMTP CSSMTP
Enabled |Default FTP-Client FTP-Client
Enabled |Default FTP-Server FTP-Server
[0  Disabled Default_LBA-Advisor LBA-Advisor
i Health Check | Wain Perspective | Apply Changes | oK | | cancel
T 1%
LS P '_..-;.;._n__ PR Flenacis ade | Apmoms Dofaes
TaFET Eebactive 2o canky bevsl thavall probs 0 E1s Tt desnplor
= S S 3 # 0 @IS Naw: Partly Sunny, 77 °F | Wed: 90 °F

Sokocd o mo

|'.-'|_|_

Key Ring
tiskeyring

tiskeyring

|iskeyring

tiskeyring
tlskeyring

« % Thu:88°F

gp

A Lar ACRAR0 bt cactgion &




Configuration Assistant for the z/0OS Comm.

Server

New Predefined Default AT-TLS Rules (R12)

« NEW! Predefined,
default AT-TLS rules
for key IBM
middleware and
function, such as:

« JES
- DB2
* IMS
 NSS

* Helpful when TLS
security is required!

« Can be modified if
needed, as easy as
open, cut, copy, paste!
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Welcome Welcome Configuratio...
&I Configurat Action 2] Perspective [ Tutorials }
il V1R12 Configuration Assistant - Backing Store (Read-Write) = ScreenCaptures
Links
= . :
mif"i"‘" AT-TLS Perspective Stack Disabled Enable ATTLS
inks
Mavigation tree Connectivity Rules
Roles &
[m] AT-TLS
Users & 3 TCPIIP stack information:
Boksih [ "JReusable Objects
® Traffic Descriptors " o
® Security Levels =
® pddress Groups
® Requirement Maps
0~ 8705 Imagesk] Enable the rule you would like to have in your AT-TLS policy.
[+ Simage - HOSTAE] ;
To enable a rule, selecta row and from the action menu, select Enable Rule.
# Stack - STACKAR
Status Rule Name Application / Requirement Map Key Ring
>New easy Disabled  Default_DB2-Requester DB2-Requester tisKeyring
Conflg for : D?sabled Default_DB2-Server DB2-Server tIsKeyr.mg
isabled  Default_IM3-Connect IM3-Connect tisKeyring
+JES Disabled  Default_JES-Client  JES-Client tisKeyring
Disabled  Default_JES-Server JES-Semver tisKeyring
‘DB2
IMS
*NSS
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Configuration Assistant for z/0S Comm. Server _
Simplified IPSec

1% uirement Map | wecome & comarse..
(V1 1 1 ) ] Tutorials Help

New Requirement Map

« Simplified panel
to show more
clearly that a
requirement map
was a Traffic
Descriptor and a

(ENENEY]

A requirement map is an object that maps each IP traffic type (traffic descriptor) to a specific level of
security (security level).

To add a new mapping ta the requirement 1. Click Add Row in the action menu or use an existing
map: row.
2. Select a traffic descriptor from the list

3. Select a security level from the list

Security Level i
ption: |
e NeW “advanced Mappings table
wizard” to allow T ——

for Select | Traffic Descriptor
easier panel O ok =
. . (@ I Select a traffic descriptor j
n aV|g a’tl on © |Alsther_traffic =l s
| Traffic Dezcriptors... I Security Levels... :Egzz:glﬂir
Suite~B-GCM-128
[ ] S f M M Suite~B-GCM-255
u p p o rt O r SE:rte~B—Gr.1AC—1 28
more crypt ?raphlc gl | .
e VPH~R y Internet |¥a ~ | & 1009

algorithms (
V1 12)
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Configuration Assistant for z/0S Comm. Server _

Application setup tasks (V1.11)

* “Application
Setup” task guides
users in the
creation of
configuration files
and started
procedures

* Provides step-by-
step for each
policy perspective
to deploy the
applications
required for that
function

* There are both
image-level and
stack-level setup
tasks.

68
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=YV T TETETE - - o
IBM 2/0S Management Facility

wWelcom| Welcome Ceonfiguratio...
=] Configu

Coni Application Setup Tasks for Image MV 351

Links
2IOSMF This panel contains tasks to enable Application Transparent - Transport Layer Security for /03 image MVS1.
M Steps: - Selectthe task and click Task Details from the Actions menu.

- Follow the instructions on the panel.
- Ag you finish each tagk, change ite status to Complete.

List of setup tasks

-— Select Action — -

Select | Task name

' Installation Location Setup

Policy Agent — RACF Directives

Palicy Agent — RACF Directives far Palicy
Syslogd — RACF Directives

Folicy Agent Configuration — Image MVS1
Syslogd — Configuration

Syslogd — Stant Procedurs

Policy Agent — TCPIP Sample Frofile

D0 0|0 00|00

AT-TLS - TCPIP Sample Profile

Session 8922

Last completion date ~ | Status

~ | Comment

IIncompIete;l

Incomplete =
| [

IIncompIete;l

Incomplete =
[incompiete x|

|incomplete |

IIncompIete;l

|Incomplete |

Incomplete =
| =

Incomplete =
| =



il —
Configuration Assistant for zOS Comm. Server . ¥
Application setup tasks — setting the base location for definition fileg V{-d ¥
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- Base locations B S P
specify a z/OS 8t ' T
UNIX® flle unfﬁonﬁgurationAssistant Installation Location Setup
direC’[OI’y ora e Base location: [fetcicfgasstvir 3MMVS 1/
PDS(E) |ibrary for L etesty ] Stack names will be appended as needed. See help for details.
storing the policy- Hostcode page  [BMT047 S
related definitions select installation method
that are created by & Save to disk P
the Configuration T e
Assistant. Hostname. |

« There are both Joerior | :
image-level and Password: |
stack-level base I Use ssL
|Ocat|0ns Data transfer mode

& Default % Passive  Active

* This example uses
a PDS library.
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z/OSMF Workload Management (V1R12)
Service Definition History

= A history is provided
for each service
definition
= Lists the activities

performed on the
service definition

= Contains edit, install,
activate, import, export
activities

= Displays timestamp
and user

= The user can

customize how long the
history is kept
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& IBM z/05 Management Facility - Mozilla Firefox: IBM Edition

File Edit View History

@ - @ X v BB nts:iboerms.boeblingen. de.ibm.com: 8443 zosmf/

[ Most visited P Getting Sta

Bookmarks Tools Help

rted |5 | Latest Headlines

B ZU s Management Eaciity,

| IBM || IBM

.

Use filtering and sorting to find

SEI<

the dat interested i
Welcome Welcome Workload Man... € data you are interested in
Links
B Eer s Workload Management Help
Lrgniging Daihtsss
Frupten Dlatks Overview Service Definitions History WLMSTT
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